Kaaccubiii yac «be3onacHocts B cetn MHTEpHET»

Knaccubiit pykoBogutens MunanaxmeroBa Kcenust AHaToJIbeBHA

Knacc 86

Hara 14.10.2020

Knaccusiii wac i 8 kiacca mocBsIIeH mpodieme 6e30macHoCTH B cetu MHTepHeT, mpobieme STHKeTa B
COLIMAJIBHBIX CETSIX.

Heab: 00paTuTh BHUMAHUE YYAIIUXCS HA BOSMOXKHBIE YIPO3bI B ceT VIHTEpHET, MOBBICUTH TPAMOTHOCTh
y4aluxcs B BOIpocax 0€30MacHOCTH B CeTH, (POPMUPOBATH OOILIEIIPUHSITHIE HOPMBI TIOBEJICHUS B CETH.
3agaun:

1. O3HaKOMUTH yYalUXCsl C MOTEHIMATBLHBIMU YTPO3aMH, KOTOPBIE MOTYT BCTPETUTHCS MPU pabOTe B CETH
HNuTtepner.

2. BrIpaboTaTs nmpaBuiia 6€301acHOTO TOBEACHUS B CETH.

3 BeipaboTate HEOOXOIUMOCTH UCIIOIB30BAHMUS B CETH OOIICTPUHSITHIX HPABCTBCHHBIX HOPM ITOBEICHHSI.
Oxunaemblie pe3yJbTaThl:

MIOBBIIIEHUE YPOBHS OCBEIOMJICHHOCTH Y4YaIIUXCs O MpodiieMax 0€30MaCHOCTH MPU UCTIONb30BaHUH CETH
WNHTepHeT, NOTEeHIMAIBHBIX PUCKaX MPU UCIOJIb30BaHUU VHTepHEeTa, MyTAX 3aIUThI OT CETEBBIX YIPO3.
(dhopMUPOBaHHE KYJIBTYPHl OTBETCTBEHHOT'0, STUYHOTO ¥ 0€30I1aCHOT0 UCIOJIb30BaHus HTepHeTA.

Conepxanue

1. BBenenue

BerynurensHoe CiI0BO yunTens

2. OcHOBHAs YacTh

[IpuBercrBue.

Co3nanue HUKHENMa.

20 moxupyromux (HakToB O COMUATBHBIX CETSIX.

VYrpo3sl B cetu. (Coobmienus nereit. Jlomamninee 3aanue)
Cnawm u pummHr

I'pybocts B IHTEpHETE

Kubep-Oymiaunr

HHTEepHeT-3aBUCUMOCTD

[1aTh coBeTOB, KOTOpBIE HOMOT'YT 0OecneunTs Oe3omnacHocTh B IHTEpHETE

CoNoR~LNE

BBenenue.

BerynurenbHoe C10BO yYuTe .

KnaccHblii pykoBoauTe/ib

Mgl KuBeM B BeK HH()OPMAIIMOHHBIX TEXHOJIOTUH, IOCTATOYHO MHOTO BPEMEHH MPOBOJIUM B CETH B MOMCKAX
I/IH(l)OpMaIII/II/I, T'OTOBACH K 3aHATHUAM, UJIN HpOCTO oTAObIXasd. Mur O6HIaCMC${ C I[pySI)SIMI/I, y‘I&CTByGM B
TUCKYCCUSX, 00CY»TaeM HOBOCTH, OCTaBIIsieM KOMMEHTApHUH, BhIKIaAbiBaeM (oTorpadun. O4eHb BaKHO
Haqu/ITI)CSI HpaBI/IJ'II)HO BECTU 0665[ B CCTHU I/IHTepHeT, 3HATh npaBI/ma 6G3OHaCHOCTI/I 1 OTUYHOT'O ITOBCACHUNS.
CeroiHsi MBI ¢ BaMU 00 3TOM U TIOTOBOPHM.

OcHoBHast yacTh

IIpuBercrBue. «Pacmudpyiite cBoe ums».

[TonGepure Ha KaXKayl0 OYKBY CBOET0 HMEHH CJIOBO, KOTOpPOE Bac XxapakTepusyer. Ha pa3mbliienus gaercs
JUIIb 2 MUHYTBI, I0CTaTOYHO paciugpoBath 2-3 OykBbl. HazoBuTE UM U XapaKTEPUCTUKH, KOTOPbIE BaM
yaanoch npuaymats. (OTBeTsl ydamuxcs: CBeTiiaHa — aKTUBHas, TPYA0II00UBasl. . .)

Co3ganune HUKHeiMA.

KuaccHblii pykoBoauTEIb.

310 yrpakHEHHE MO3BOJIMIIO MTPE3EHTOBATh ce0s1. DTO He cOBceM MpocTo. BupTyalibHOE MPOCTPaHCTBO
COLIMAJIBHBIX CETEH 1aeT BO3MOKHOCTh JIMYHOCTH AEMCTBOBATh aHOHUMHO WJIM JUCKYTUPOBATh MO
BBIlyMaHHBIM UMEHEM. JIUCKyCCHsI MOXKET ObITh YacThIO UTPHI U MTOJIOKUTEIBHBIM 3JIEMEHTOM B OOIIEHUH,
HO OHA OJTHOBPEMEHHO MOJKET OBITh OMACHBIM MHCTPYMEHTOM MaHMITYJTUPOBAHHS CO3HAHUEM M HECTH JUIS
4eJI0BEKAa yIpo3y.



[TockonbKy, CeroHs Halll KJIACCHBINH Yac 0 BUPTyaJlbHOM MHpe, JaBaiiTe npuaymaeM cebe HuKHeM. ( letn
3aMMCHIBAIOT HUKHEHM Ha CBOEM OCHIKUKE).

Huk monb3oBarens - 3To BUPTyalbHOE UMS, KOTOPOE OH BBIOMpAET MPH perucTpanuu Ha pecypcee. Huk
MO3KET OBITh COBEPIICHHO JIFOOBIM - OT BallIEr0 UMEHHU-(PaMUIIUU 10 Ha3BaHUs JTIOOMMOTO I[BETKA.

Huk, oH jxe HUKHEWM, MPOU30IIIes OT aHTJIMICKOro ciioBa Nickname u nepeBoauTcst Kak "Kinuka" Win
"npo3suie".

Ceronns HukHeM B IHTepHETE, SBIISETCS BAIIMM JIUIIOM B CETH, KOTOPOE MIPH JKEITAHUU MOXKET OTpaxaTh
Ballly HICTUHHYIO CYIIIHOCTh, CTpeMJICHUS U XapakTep. HuKHelHM B ceT 3TO He IPOCTO CIoco0
CaMOUJEHTH(UKAIIUU CPEIN TAKUX Ke, KaK ¥ Bbl, CETEBBIX KUTEIICH, 3TO TAK)KE HAYAJI0 Ha3BaHUS BAIIIETO
MOYTOBOTIO sAIIKKa THMa "nickname@anpec ceppuca.ru", uMs s BXo1a Ha popym, B 4at, B OHJIAMH UTPY,
7la ¥ B TFOOOM JPYroit cepBUC B KOTOPOM OyJeT HEOOXOAMMO MPEICTABUTHCS.

J1y1st wero mosbp30BaTeny NpuayMbIBatoT HUKK? (OTBETHI 1eTei)

KuiaccHblii pyKoBOAUTEIb.

A ceifuac B poJiM FOHOT'O aHAJIUTHKA, KOTOPBIH MPEICTAaBUT HAM HEKOTOpPbIe HHTEPECHBIE CTATUCTUYECKUE
JAaHHbIE, BBICTYIIUT ....(YUECHHUK)

20 moOKUPYIOIHUX (PAKTOB 0 COUMAIBHBIX ceTsX (1ydeHuK)

1. IIprunHOM KaXa0ro TPETHEro B MUPE Pa3BOJIa SABIIIOTCS COLIMAIBHBIC CETH.

2. [Ipubnu3uTenbHO MATHAALATHIO MTPOLIEHTAMH MOJIb30BaTeNlel COLMATbHBIC CETU IPUMEHSIFOTCS [
OpraHu3aIHK CICKKH. DTO OOJIbIIIEH YacThIO MPAKTUKYETCS CIEICIYKOaMH.

3. Cpenu nonb3oBareneii corcereit 37% myOoIUKyIOT B HUX MaJOUHTEPECHBIE CBEJIEHUSI O COOCTBEHHOI
JINYHOM KU3HHU.

4. UccnenoBaHUSIMU YCTAHOBIICHO, YTO HAXOXJICHUE B COLICETSAX BEAET K YBEIIMUYCHHUIO pUCKA
CaMOyOHMIICTBA, TaK KaK YEJIOBEK 0 MUHUMYMa CBOJUT CBOE OOIICHHE C OKPY)KAFOIIUMHU U OTPEIIASTCS OT
NeHCTBUTENBHOCTH.

5. B cooTBeTCTBMM CO CTATUCTUKON KOJIMYECTBO IPECTYIUICHUH HAa CEKCYaIbHOM IT0YBE, HAIIPABICHHBIX HA
HECOBEPIICHHOJIETHUX, BBIPOCIIO M3-3a COIICETE B 26 pas.

6. Exxerogno oxono 100 uemoBeK JIUIIAIOTCS YKU3HU U3-3a COOOIIEHMUS, OCTABIEHHOTO B COLICETSX, M 3Ta
uupa Bo3pacTaer.

7. CouralibHbBIE CITYOBI UCIIOIB3YIOT sl BEpOOBKU CBOMX areéHTOB HE TOJBKO CIIELICTY>KOBI, HO U
pa3nyHbIe TPYNIHUPOBKH, B TOM YUCIIE TEPPOPUCTUYECKON HANIPABICHHOCTH.

8. ColManbHbIE CETH CYXAIOT KPYro30p YeJIOBEKa: OH CTAHOBHUTCS 3aBUCHM OT MYCTHIX U HEHYKHBIX
COOOIIIEHUH.

9. Upe3mepHasi yBIIEUEHHOCTh COIICETSIMH, TI0 JAHHBIM HCCIIEIOBAaHUMN, BEJIET K CHIPKEHUIO UMMYHHTETA,
CepJICYHO-COCYIUCTHIM OOJIE3HSIM U AYIIEBHOW JUCTapPMOHUU. AKTUBHBIE, HO HE JAIOIINE Pa3BUTHUS
MBICJIUTEIIbHBIE TTPOLIECCHI HapsTy C MAJIOW MOABHUKHOCTHIO CITIOCOOCTBYIOT Pa3BUTHIO 3a00I€BaHUIMA
SHIOKPUHHOM CHCTEMBI.

10. B coriceTsix 3HaKOMUTCS KaXKas TsiTasi CEMbsl B MUPE.

11. Cpennuii monb30BaTeNb MOCEIIAET AKKAYHT JIBAXK/IbI B ICHb.

12. YV cpenHero moap30BaTess APYy3bsIMU YUCIUTCS 195 yenoBexk.

13. K 2010 rogy 1OCTYI K COLICETSAM MMEIIO yke 96% HaceneHus BCe MIaHEThI.

14. HauGonee aktuBHa HTEepHET-aymuTopusi B Poccuu: cpeiHuii Moip30BaTe b IPOBOIUT B HEM 6,6 4acoB
B Hezemnmo, npocmaTpuBas 1307 MHTepHET-cTpaHuLI.

30. 80% xommaHui MUpa MOJOUPAIOT COTPYIHUKOB C TIOMOIILIO COIICETEH.

15. YV bputau Cnupce u Dmrtona Kardyepa ¢oioBepoB CTONBKO ke, CKOIBKO HaceneHus B Mpnanauu,
[Taname nnm Hopseruu.

16. IlonmynspHbIE COLICEPBUCHI MTPOOIIKAIOT XPAHUTD YIaJICHHBIE TOJIH30BATEIIIMUA U300PaKEHUSI.

17. Ilo uncny monws3oBareneid muaupyeT Facebook — 1 mummap.

18. B cetu nmonyisipHOCTh COLIMANIBHBIX CETEH MO pe3yNbTaTaM MPOBEIEHHOIO OIIPOCa COCTaBUIIA:
OnnoxmaccHukH - 73%, BronTakte - 62%), Facebook - 18%, Twitter - 9%, Livejournal - 3%, Livelnternet -
2% u 1% He 3HaeT 0 CeTsIX HUYEro.

19. ExxeHe1eNTbHO B COITMANIBHBIX CETSAX JIETH MPOBOIAT: OT 7 10 14 gacoB — 23%, 14-21 yac — 57% u
6ombire 21 yaca — 20%.

20. Kaxaprit maTeiit peOeHOK U3 ceMU JHEH HeJeNu OJIUH TPAaTUT Ha COIl.CEeTh

KuaaccHblii pykoBoauTenb



BupryansHas peanbHOCTB, KaK U JI000€ MPOCTPAaHCTBO, HECOMHEHHO, 00J1a/1aeT U JJOCTOMHCTBAMU U
HegocTaTkaMu. CylecTBOBaHHE KMOEP-0MacHOCTE! Tak e HEOCIIOPUMO, KaK M0JIb3a U YA0BOJIBCTBHE OT
ucroib30BaHus MIHTepHET-pecypcoB. 3a 0€30MacHOCThIO MOIB30BATEICH CIEAST TOCyJapCTBEHHBIE
CTPYKTYpBI, a TaAK)XXe U COTPYIHUKH HTEpHET CEPBUCOB, aIMUHUCTPATOPHI CATOB, MoJiepaTopbl. OTHAKO
€KEIHEBHO IOSBJISIOTCS HOBBIE )KEPTBBI, IOCTPAAABIINE YaIlE BCETO U3-3a OTCYTCTBHUS TPAaMOTHOCTH B
BOIpocax 0€30MacHOCTH.

¥Yrpo3sl B Cern. (CooO11eHus NOArOTOBJIEHB! yYalllUMUCS B KAUECTBE JOMAILIHETO 3a/1aHus)

Cnam u ¢punmnr ( 2 y4eHHK)

Cnam — 3T0 3JIEKTPOHHBIM SKBUBAJIEHT OyMa)KHON peKJIaMbl, KOTOPYIO OpOCarOT B Balll IOYTOBBIN SIIUK.
OpnHako cram He IPOCTO HaJ0eAaeT U pa3apaxaeT. OH onaceH, 0COOEHHO €CIH SBIISETCS YacThIO (DUIINHTA.
Bo Bpems uTeHMs 2JIeKTPOHHON MOYTHI MJIM ITPOCMOTpa cTpaHull B IHTepHeTe clienyeT HOMHUTh PO
MOILIEHHUKOB, KOTOPbIE CTPEMSTCS IOXUTUTH BalllM JINYHBIE JAHHbIE WU AEHbIH, a, KaK IPaBUJIO, U TO, U
apyroe. Takue MoLIEHHUYECKHUE AEHCTBHS UM CXEMbI Ha3bIBAIOTCA «puuiunzom» (OT aHINIMHCKOTO CJI0Ba
«fish», yTO 03HaUYaeT «prIday WU «PHIOAYUTHY), TAK KaK UX IIEJIb — «BBIYJIUTH) Y Bac Ballld EPCOHATIHHBIE
JIaHHBIE.

CriaM B OTpOMHBIX KOJIMYECTBAX PacChUIAETCS MO 3JIEKTPOHHOM MOYTE CllaMepaMu U KHOEpIIpeCTYTHUKAMHU.
Kak 3ammrute ceds ot criama u ¢puinHra?

Cogemul om kKomanowvt Ikcnepmog «Jladopamopuu Kacnepckozo»

3aBeauTe cede HECKOJIBKO aIPecoB IJIEKTPOHHOM MOYTHI .

Jlyuiie Bcero nMeTh 1o KpaiiHell Mepe /1Ba ajpeca JIEKTPOHHON MOYTHI.

JIMYHBIA aJpec 3JIeKTPOHHON MOYTHI.

OTOT agpec AOHKEH UCIOIb30BaThCS TOJIBKO /IS JINYHOW KOPPECIIOHIEHIUY.

«IlyOM4YHBIN» 3J1eKTPOHHBIN aJpec.

Vcnonp3yiiTe 3TOT 3JEKTPOHHBIHN apec sl pETUCTPAIK Ha OOIIETOCTYIHBIX ()OpyMax U B YaTax, a TAaKKe
JUIs1 IOJIIMCKY Ha NTOYTOBYIO PACCBUIKY U JIpYT€ MHTEPHET-YCIYTHU.

Hukoraa He orBevaiiTe Ha cniam.

Hoaymaiite, mpexae 4eM NPOHTH MO ccblike «OTKA3aThCA OT MOANMUCKI.

CBoeBpemeHHO 00HOBJIsIIiTE Opay3ep.

I'py6ocTh B nHTepHeTe. Kak He mcmopTHTh cede HACTpOeHHe NIPH OOLICHUH B CETH U HEe OIYCTUTHCHA
110 YPOBHS «BeO-arpeccopa» (3 yueHUK)

CymectByet B IHTepHETE 0c00asi KaTeropus Mosib30BaTelel, ¢ KOTOPOil JIydille HUKOT/1a He BCTpeYyaThesl.
DTO0 Tak Ha3bIBAEMbIE CETEBbIE XaMbl U (POPYMHBIE TPOJUIH, pa3BIIEKAIOIINECS TPOBOKALIUSIMU CBOMX
cobecequukoB B MlHTEpHeTe.

3aueM OHHU 3TO AenaroT? YToObl MOIYYUTh YA0BOJIBCTBUE OT HETAaTUBHOW peakIUu Ipyrux jroaen. Takue
MI0JIb30BaTENH MTPETHAMEPEHHO UIYT Ha KOHQIIMKT U TIOBOJAT coOeceTHUKaA JI0 HEPBHOTO CPbIBA, KOTOPBIN
MOJKET BBIIUIECHYTHCS B OHJIalH. Yallie Bcero 3TUM 3aHUMAIOTCS JIIOJIU ¢ KOMIIEKCAaMU HENOJHOLIEHHOCTH,
KOTOPBIX OOMKAIOT B PEAbHOM KU3HU — M TIOTOMY OHH IIBITAlOTCS OTHIrpaThes B IHTepHETe. AHOHUMHOCTD
B CeTu MO3BOJISIET UM MPEACTABIATH CE0sI COBEPILIEHHO IPYTMMHU U — IJIaBHOE — ObITh YBEPEHHBIMU B CBOEH
0e3HaKa3aHHOCTH, [I0ATOMY OHH NMUIIYT U JAETA0T TaKKue BEIllH, KOTOPbIE B pealIbHON KU3HU HUKOT/Aa ObI He
PUCKHYJIU COTBOPUTH B MIPUCYTCTBUH OIIMOHEeHTa. [1o mpuurHe Kak HEN3BECTHOCTH, TaK U HEJJOCATAEMOCTH,
«TPABUTBY», OCKOPOJIATH U MPOBOLMPOBATS JIIOJIEH, KaXkeTcs UM 3a0aBHBIM 3aHsATHEeM. Kak mokas3siBaeT
MIpaKTHKa, O0JIbIIE TTOJIOBUHBI CETEBBIX IPYOUSIHOB ABIISIOTCS JE€THbMH, CKydaroliuMu B IHTepHETe niu He
JaAIIMMU cO cBepcTHUKaMU. OJIHAKO CIy4aroTCsl ¥ BIOJHE B3pocible npodeccroHanbHbie HTEpHET-
CKaHJAJIMCTBI, AJI1 KOTOPBIX JTOBECTH BUPTYaJIbHOTO COOECETHUKA SBIISIETCSI CBOETO POJIAa HCKYCCTBOM.
BerpetuTh ceTeBbIX XaMOB MOXHO B JIFOOOM yroske MHTepHeTa: B 4aTax, B aCbKe, B COLMAIBHBIX CETAX, Ha
caifTax 3HaKOMCTB, Ha (pOpyMax U 10 3JIEKTPOHHOM moyTe.

Heo6x0auMo yMeTh OTIMYaTh UX OT HOPMAJIBHBIX COOECETHUKOB, 1a0bl HE TPATUTh BPEMsI U HEPBBI
BIycTyto. Eciin BbI 3amedaete, yTo BaM IpyOsIT, IPOBOLUPYIOT Ha CCOPY HJIM HAMEPEHHO 3JIST, CAMbIM
BEPHBIM pellIeHHeM OyeT HeMEUIEHHO 3aKOHUYUTh Pa3roBOp WM UTHOPHUPOBATH COOOIIEHHUS JAHHOTO
noJib30Baresst Ha popyme/caiite. He 1ocTaBUTh rpyOMsIHY YAOBOJIBCTBHSI BUJETH Balll THEB WM OOUIY
OyzeT JIy4dIIuM Haka3zaHUEM JJIs Hero, MO0 ero 1ejib He JOCTUTHYTA.

KuaaccHblii pykoBoauTenb



Cmacu6o0, Bce BepHO. [Icuxonmoru yTBepKIatoT, 4TO arpeccust Ipyroro 4eloBeKa - 3T0 Mpochba o JH0BU.
B03M0KHO, 3TOMY YeIOBEKY HE XBaTaeT JAPY3eH, TEIIbIX OTHONICHUH, OBITh MOKET OH OJTMHOK, HJIH Y HETO
HENPHUITHOCTH. BybTe BHUMATEIbHBI, HE TOPOITUTECH OTBEYATH HA TPYOOCTh.

Heposas cumyayus «Hesepbanvroe oowenuey (IrpoBoe yrpaxxHeHHe B mapax)

PebGsita mpeacraBpTe cuTyanuto. Bel B cetr, Ha popyme 00CykIaeTe ONpeIeICHHYI0 HHTEPECYIOIYIO Bac
TeMy, BAPYT Ha Balll JJOOPOIIOPSI0YHBIE KOMMEHTAPHH OOPYIINBACTCSI ¢ TPYOOCTHIO OIMOHEHT. Bamm
nercTBus’?...

Jletn 00IIAIOTCS, UCTIOIB3YS TOIBKO CMAMIIUKY ...

Ku6ep-0yunr. (4 yueHUK)

Kubep-0ymunr (cyber-bullying), moapocTKOBBIN BUPTYalIbHbII TEPPOP, MOTYUHII CBOE Ha3BaHHE OT
aHIIMHCKOro ciaoBa bull — ObIK, C pOJCTBEHHBIMU 3HAYEHUSIMU: arpECCUBHO HAINaAaTh, OEpeauTh,
3auparTh, IPUAUPATHCS, IPOBOLUPOBATH, TIOHUMATh, TEPPOPUZUPOBATH, TPABUTh. B MOJIOAEKHOM ClieHTe
ABJISICTCA TJ1ar0J1 aHAJIOTMYHOTO MTPOUCXOKAECHUS — OBIKOBATh.

Wrak, kubep-OyIIIMHT — 3TO HaMaeHHs C IeNbI0 HAHECEHHS IICUXOJIOTUIECKOT0 Bpeia, KOTOpPhIE
OCYLLIECTBIISIOTCS Yepe3 IEKTPOHHYIO OUTY, CEPBUCHI MTHOBEHHBIX COOOIIEHHH, B YaTaxX, COLMAIbHBIX
ceTsx, Ha web-caiiTax, a TaKKe MOCPEICTBOM MOOMIIbHOU CBsI3U. Takoe MHOTOKPAaTHO TIOBTOPSIEMOE
arpecCUBHOE IIOBEJICHUE UMEET LIeIbI0 HaBPEAUTh YEI0BEKY U Oa3upyercs Ha AucOaaHce BIacTH
(u3uyeckoi cuitbl, COIMAIBLHOTO cTaTyca B rpyrne. Kubep-OymuHr BKITIOUaeT Heiblid ClIeKTp Gpopm
MOBEJCHMSI, HA MUHUMAaJIbHOM TOJIF0CE KOTOPOIr'o — IIYTKU, KOTOpPbIE HE BOCIIPUHUMAIOTCS BCEPhE3, Ha
PagUKAIBHOM K€ — ICUXOJOTUYECKUIM BUPTYaIbHBIN TEPPOP, KOTOPHI HAHOCUT HETIOIIPAaBUMBIN BpE,
IPUBOAMT K CyHIIMJIaM U cMepTH. EcTh Takxke noHaTue Oy/uiniuaa — rubenu KepTBbl BCIEICTBUE
OyJuTMHTA.

HccnenoBaTeny BbLAETHIN BOCEMb OCHOBHBIX TUIIOB OYyJUIMHTA:

1. Ilepenanku, uan (paeiMUHr — 0OMEH KOPOTKUMHU SMOLIMOHAIIBHBIMH PEIUIMKAMHU MEKIY ABYMsI U
Oosiee JIIObMH, pa3BOpauuBaeTcs oObIYHO B MyOauuHbIX Mectax Ceru. VIHOr/1a peBpaiaercs B 3aTsHKHOM
koHGumKT (holywar — cBsimennas Boitna). Ha mepBeiii B3rsn, paeiiMuar — 60pbp0a Mex 1y paBHBIMHU, HO
IIPU OTIPEIEIEHHBIX YCIOBHUIX OHA MOXKET IIPEBPATUTHCS B HEPABHONPABHBIN IICUXOJIOTMYECKUH TEppop.
HeosxnaHHbii BbINal MOKET BbI3BaTh Y )KEPTBbI CUJIbHBIE SMOLIMOHAIIbHBIE TEPEKUBAHMSL.

2. Hanaakm, NoCcTOSIHHBIE U3HYpHUTEIbHBIE aTaku (harassment) — MOBTOPsIOIINECS OCKOPOUTENbHbIE
COO0O11IeHNs1, HAMPABJICHHbBIE HA KEPTBY

3. Knesera (denigration) — pacmpoctpaHeHre OCKOPOUTEIbHON 1 HEeMIPaBIUBOil HH(OpMaIHu.

4. CaMm03BaHCTBO, IEPEBOIUIOLIEHUE B ONPEEIEHHOE JIUI[0— MPECIIeI0BaTENb O3UIIMOHUPYET ce0s Kak
KEPTBY, UCIIOJIb3Ys €€ NIapoJIb JOCTYyIa K AKKayHTY B COLIMAJIbHBIX CETAX, BEIET IEPENHCKY.

5. HanpyBaTenbcTBO, BBIMaHWBaHKNE KOHPUICHITMATHLHON HHPOPMALIMK U €€ PacIpOCTpaHEHUE—
MOJTy4eHHE IEPCOHAIbHOM HH(pOopMalny U MyOIMKalKs ee B HHTEepHETe WK Iiepeiada TeM, KOMy OHa He
IpeHa3Havyanach.

6. OTuysKaeHne (ocTpaku3M, U30isus). JlroboMy uenoBeky NnpHcylle )KeJaHue ObITh BKIIIOUYSCHHBIM B
rpynny. VckirodueHue e U3 rpynibl BOCOPUHUMAETCS KaK COIlMalIbHAs CMEPTh.

7. Kn6epnpeciieqoBaHue — CKPHITOE BBICIE)KUBAHUE JKEPTBBI C 1I€JIBI0 OPraHU3aIMK HalaIeHHs,
n30ueHus, U3HACUJIOBAHUS U T.1.

8. Xennucaenunr (Happy Slapping — cyactiuBoe XjonaHbe, paoCcTHOE H30UEHIE) — Ha3BaHUE
MIPOMCXOJUT OT CIIy4aeB B aHTJIMHCKOM METPO, T/i€ MOJIPOCTKH N30MBAIM MPOX0XKUX, TOT/Ia KaK Ipyrue
3aMMCBIBAIM ATO Ha KaMepy MoouibHOro Tenedona. Celyac 3TO Ha3BaHHUE 3aKPEMMIIOCH 32 JIFOOBIMU
BUJICOPOJIMKAMH C 3alIUCSAMU peabHBIX CLIEH HACHIINSL.

Paznuuns kubepOy/uIMHTa OT TPAJUIIMOHHOTO PEabHOIO 00YCIOBIEHBI OCOOCHHOCTSMU HHTEPHET-CPE/IbI:
aHOHHMHOCTbIO, BO3MOXHOCTBIO (panbcudukannu, HaTu4YueM OrPOMHOM ayJJUTOPHH, BO3MOXKHOCTBIO
J0CTaTh KEPTBY B JIFOOOM MeCTe U B JIH0O0E BpeMsl.

Heckonvko cosemos, 014 npeodonienus 3moi npoodiembl:

1. He cniemm BoIOpachiBaTh CBOM HEraTHB B KMOEP-NPOCTPAHCTBO.

2. Co3naBaii cOOCTBEHHYIO OHJIAiH-PEeNMyTaIUIO, He MOKYMANCS HA WTIO3U0 AHOHUMHOCTH.

3. XpaHu noaTBep:kIeHus (PAKTOB HANAAEHUIA.

4. UrHOpUpY# eIMHUYHBIA HEraTuB

5. Baokupyii arpeccopos.

6. He cTouT pearupoBaTh Ha arpeccCMBHbIE COOOIIEHMS.




HNHTepHET-32aBUCUMOCTD. (5 yUEHUK)

[IpoGnema HHTEpHET-3aBUCHMOCTH BBISIBUJIACh C BO3pAacTaHHEM MonyisipHOCTH cetu uTepHer. Hekotopsie
JIIOJTU CTaJIM HACTOJIBKO YBIIEKAThCS BUPTYaTbHBIM ITPOCTPAHCTBOM, UTO HaYalld MIpearnounTaTs MaTepHET
pEeaIbHOCTH, MTPOBOJIS 32 KOMIIBIOTEPOM 110 18 yacoB B JieHb. Pe3kuii 0Tka3z oT IHTepHeTa BBI3bIBACT Y TAKUX
JIIOJIEN TPEBOT'Y U AMOLIMOHAIBHOE BO30YXkAeHue. [IcuxuaTpsl ycMaTpUBatOT CX0KECTh TAKOM 3aBUCUMOCTHU
C Upe3MEPHBIM YBIICUEHUEM a3apTHHIMU urpamu. OQuiraibHO MEIUIIMHA T0KA HE TPU3HAaa HHTEPHET-
3aBUCUMOCTh IICUXMYECKUM PacCTPOMCTBOM, U MHOTHE IKCIEPTHI B 00JIACTH NICUXUATPUH BOOOIIIE
COMHEBAIOTCS B CYIIECTBOBAHUU MHTEPHET-3aBUCUMOCTH WJIM OTPULIAIOT BPEJl OT STOTO SBIICHUSI.

[To naHHBIM pa3IUYHBIX UCCIIEIOBAHUM, HUHTEPHET-3aBUCUMBIMU CETOJIHS SBIIAIOTCS 0Koyio 10 %
oJIb30BatTeseil BO BCEM Mupe. Poccuiickue ncuxuaTpbl CYMTAKOT, YTO CEMYAc B HAILIEW CTpaHE TAKOBBIX 4—
6%. HecMoTpst Ha OTCYyTCTBHE OQUIIMATBHOTO IPU3HAHKS TPOOJIEMBbI, HHTEPHET-3aBUCUMOCTD yiKE
MPUHUMAETCS B pPacu€T BO MHOTUX cTpaHax Mupa. Hanpumep, B UHISHANNA MOJIOABIM JIIOJIIM C HHTEPHET-
3aBUCHUMOCTBIO IIPEIOCTABIISAIOT OTCPOUKY OT aPMHUH.

OcHognbie 5 munos unmepHem-3a8UCUMOCHU MAKOBbL!

1. HaBsi3uuBbIii BeO-cepuHr— OECKOHEUHBIE IMyTEIIeCTBUS 10 BeceMupHO# mayTrHe, TOMCK HHPOPMAIIHH.
2. [IpuctpacTuie K BUPTyalIbHOMY OOLICHHUIO ¥ BUPTYaJIbHBIM 3HAKOMCTBAM— OOJIbIINE 00BEMBI IEPETIUCKH,
MOCTOSTHHOE y4acTHe B YaTax, BeO- popymax, H30BITOUHOCTh 3HAKOMBIX U Jipy3ei B CeTn.

3. UrpoBas 3aBUCUMOCTb — HaBSI3YMBOE yBIIEYCHHE KOMITBIOTEPHBIMH UTPAMU IO CETH.

4. HaBsi3unBasi prHAHCOBasI TOTPEOHOCTh— UTPA 1O CETH B a3aPTHBIC UTPhI, HEHY)KHBIC TOKYITKU B
WHTEPHET-Mara3uHax Wil MOCTOSHHbIC yYacTHs B HHTEPHET-ayKIIMOHAX.

Camblii IpocTOi M JOCTYNHBIN €c1OCO0 peleHnsl 3aBUCHMOCTH — 3TO NpHodpeTeHue APyrou
3aBUCUMOCTH. JII000BB K 310pOBOMY 00pa3y KU3HH, O0LIEHUE C )KMBOI MPUPOAOH, NyTelIeCTBUSA 110
POAHOMY KpPalo, TBOpYeCKHe MPUKJIAIHbIE YBJIeUeHH s, 3aHATHS CIIOPTOM, KAK IPABUJI0, BLIBOAAT
YyeJioBeKa U3 3aBUCHMOCTH.

KuaccHblii pykoBoauTe b,
IIaTh coBeTOB, KOTOPBIE MOMOTYT 00ecneunTh Oe3onacHocTs B UntepHere (o1 LlenTpa 6e3onacuocTu
komnanuu Microsoft)

3amuTHTe CBOM KOMIIBIOTEP

[TocTosiHHO OOHOBIANTE BCE MPOrpaMMHOE oOecrieueHue (BKiIto4as Be0-0paysep)

YcTaHOBHTE 3aKOHHOE aHTUBUPYCHOE ITPOrpaMMHOE oOecrieueHue

Bpanamaysp nomkeH ObITh Beer/ia BKIIIOUYEH.

YcranoBuTe Ha GECTIPOBOAHOM MapLIPYTU3aTOPE 3AIIUTY C ITOMOLIBIO MApOJIs.

Bcerna nposepsiite uem-nakonurenu (i USB-nakonuresnn)

He nepexouTte 1o cchljikaM U He HaKMMaNTe KHOIKY BO BCIUIBIBAIOIINX COOOIIEHHSIX, KOTOPBIE KAXKYTCS
M10/I03PUTENbHBIMH.

O0ecneubTe 321IUTY CEKPETHOM JMYHON HH(pOpManuu

[Ipexxne ueM BBOAMTH CEKpETHBIE CBEICHMS B BeO-(hopme i Ha BeO-cTpaHulle, 0OpaTUTe BHUMAaHHUE Ha
HaJIM4YMEe TaKUX MPU3HAKOB, KaK aJpec BeO-CTpaHMIIbl, HAUMHAIOIIMIACA ¢ pedukca https u 3Hauka B BUje
3aKpBITOrO 3aMKa ( =] ) PSLIOM C a/IpECHOM CTPOKOM, KOTOPBI 0003HaUaeT 6€301MacHOe COeAMHEHHE.
Huxkoraa He oTBedaiiTe Ha MPOCHOBI MPUCIIATh IEHBIU OT «WIEHOB CEMbH», Ha COOOIIEHHUS O PO3BITPhIIIAX
JIOTE€PEU, B KOTOPBIX BBl HE YUaCTBOBAJIM, WIH JIPYTHe MOIIEHHUYECKUE COOOLIECHUS.

Hcnoab3yiiTe Hale:KHbIE TAPOJIH U XPAHUTE UX B CEKpeTe.

[Ipunymaiite naposu, npeacTapisone coool AMHHBIE (ppa3bl MU HMPEUIOKEHUS U COJIepIKalIlie
COYeTaHHe CTPOUHBIX, IPOMUCHBIX OYKB, IIM(p 1 cuMBOJIOB. Mcronb3yiiTe Ha pa3HbBIX cailiTax pa3Hble
apoJIu.

ITo3adoTbTeECh 0 cBOeil Oe3o0macHoCTH M penyTanun B UHTepHeTe

VY3Haiite, kakas nHhopMalus o Bac cymecTByer B IHTepHeTe, a Takke MepHUoANIeCKH MPOU3BOIUTE
OLIEHKY HaliieHHbIX cBefieHnid. Co3/aBaiiTe cebe MOJOKHUTEIbHYIO pEeyTaIHIo.

BoJiee 6e3onacHoe HCIOJIBL30BAHME COMAJIBHBIX CeTel

Huxoraa ve my0nukyiite nH(GOpMAaIiio, KOTOPYIO Bbl HE XOTEIH Obl BUAETh HA JOCKE OObSIBICHHMA.
[leproanyuecku aHaMU3UPYyITE, KTO UMEET JOCTYI K BalllUM CTPAHUIIAM, a TaK)Ke TpocMaTpUBaiiTe
uH(pOpMaINIO, KOTOPYIO 3TH MOJIb30BaTeNH MyOIHKyI0T 0 Bac. HacTpoiiTe cicok mojbp3oBareneid, KOTopble



MOTYT IPOCMAaTpPUBaTh Ball Mpoduiis wi Gortorpadun. [logxoaure n3duparenbHO K NPEeII0KESHUIM
IpYKOBI

3. Pedurexcusi. «5 — B3pocibiii!»

KuaaccHblii pykoBoaUTE b

Pebsita, npencraBbTe ceOs Ha MECTE BALIMX POAUTENEH.

Cumyayus 1. Bam peOGeHOK MPenoYUTaeT KOMITBIOTEP POYUM 3aHATHAM: JOMAIIHUM MOpYyUYeHHsIM, y4eole,
OOIIEHUIO CO CBEPCTHUKAMU; IPOBOJUT OOJIBIIYIO YacTh BPEMEHH B ceTH. UTo ¢ HUM npoucxoaut? Bamm
nencTBus’?...

Cumyayusa 2. Baul peO€HOK IPOBOJAUT MHOTO BPEMEHHU B MHTEPHETE, CTaJl 3aMKHYTBIM, Pa3paKUTEIIbHbIM,
arpeccuBHbIM. Bamu nerictBud?...

Co3nanue naMATKH 10 0e3011aCHOMY NOBEI€HUI0 B HHTEPHeETe.

JleTu BBIUCBIBAIOT HA CTUKEPHI CaMble INIaBHbBIE COBETHI 10 O€30M1aCHOCTH B CETH U MPUKPEILIAIOT Ha
OaHHEp — MaMATKY 10 O€301IaCHOMY ¥ 3TUYHOMY TTOBEICHUIO B ceTu MHTepHeT.

KaaccHblii pykoBoIuTEb

PeGsita, GosbIioe criack00 BaM 3a HHTEPECHYIO U BakKHYIO HH(MopMaiuio. 1 yBepeHa, 4To BbI cTainu 0osee
IPaMOTHBIMH B BOIPOCaxX OE30MMACHOCTH, U BaIlle MTyTEHICCTBUE 110 CETH OYy/IET MPUHOCUTH BaM I0JIb3Y U
paiocTh MO3HAHUS B Mpoliecce 00yueHHs U BallleM JajbHEHIIIeM HHTESIUICKTYaJIbHOM Pa3BUTUU. Y Jauu
Bawm!

HuTepHer pecypcesbl.

http://nick-name.ru/about/

http://smonews.ru/48-shocking-facts
http://www.kaspersky.ru/internet-security-center/threats/spam-phishing
http://psyfactor.org/lib/cyber-bullying.htm
http://www.nvppl.ru/show_dict_812.htm
http://www.microsoft.com/ru-ru/security/default.aspx
http://www.saferunet.ru/teenager/

http://liubavyshka.ru/

Ipunoxenne
ITamaTka
no 6e3onacHoMy noseaeHuro B Uurepuere

Huxoraa He cool1maiiTe cBou nMsi, HoMep TenedoHa, ajpec NPoXKUBaHUS WIK y4eObl, TapOIu UM HOMepa
KpPEAUTHBIX KapT, TIOOMMBbIE MECTa OT/AbIXa UJIH MPOBEIECHUS JOCYTa.

Hcnons3yiTe HEUTPAIBHOE YKPAHHOE UM, HE BBIIAOIIEE HUKAKUX JIMYHBIX CBEICHUM.

3aluUTUTE CBOM KOMIIBIOTED.

Hcnons3yiTe Hafe)KHbIE TAPOJIU U XPAHUTE UX B CEKPETE.

Hcnonp3yiiTe GUIBTPBI 2IEKTPOHHOM MOYTHI AJIs OJIOKUPOBAHUS CllaMa U HeXeJlaTeIbHbIX COOOIICHHH.
He nomyckaiite rpy6ocTu B MHTEpHETE, OJIOKHpYHTE BeO-arpeccopos.

He no6GasisiiiTe HE3HAKOMBIX JIFOAEN B CBOM KOHTAKTBI

ITomMHUTE, YTO BUPTYAJIbHBIE 3HAKOMBIE MOTYT OBITh HE TEMH, 32 KOTO ce0sI BBIIAIOT.

Hukorna He cornamantech Ha JMYHYIO BCTPEUY C JIFOAbMH, C KOTOPBIMU BBl IO3HAKOMWINCH B IHTEpHETE.
[Tpekpainaiite 1r00ble KOHTAKTHI 110 3JIEKTPOHHOM MOYTE, B CCTeMe 0OMeHa MTHOBEHHBIMHU COOOIIEHUSIMHU
WIM B YaTaxX, €ClIi KTO-HUOY/Ib HAaUWHAET 3a[aBaTh BaM BOIIPOCHI JINYHOTO XapaKTepa WK CoJeprKalie
CEKCYaJbHbIE HAMEKHU.



